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SPECIAL NOTES

This document is intended 1o offer gumdance to members of the petroleum industry
engaged in exploration and production operations. Individual companies have assessed their
own security needs and have implemented security measures they consider appropriate.
This document is not intended to supplant the measures adopted by individual compames or
to offer commentary regarding the effectiveness of individual operator or contractor efforts.
With respect to particular circumstances, local, state and federal laws and regulatons should
be reviewed.

Information conceming secunty risks and proper precautions with respect o particular
matenals and conditions should be obtained from individual companies or the manufacturer
or supplier of a particular matenal.

AP1 is not undertaking to meet the duties of employers, manufacturers, or supphers to
wam and properly train and equip their employees, and others exposed, concerming security
risks and precautions, nor undertaking their obligation under local, state or federal laws.

To the extent this document contains company specific information, such information is to
be considered confidential.

All rights reserved. No part of this work may be reproduced, stored in a retrieval system, or
transmitted by any means, electronic, mechanical, photocopying, recording, or otherwise,
without prior written permission from the publisher. Contact the Publisher,

API Publishing Services, 1220 L Street, N.W., Washington, D.C. 20005,

Copyright © 2003 American Petroleum | nstitute
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FOREWORD

This recommended practice 1s under the junsdiction of the Amencan Petroleum Insttute
Upstream Department’s Executive Committee on Dnlling and Production Operations. It was
developed with assistance from the Offshore Operators Committee, the Gulf Safety Commt-
tee, the United States Coast Guard, and the Minerals Management Service. The goal of this
voluntary recommended practice is to assist the offshore oil and gas industry in promoting
facility security. THE PUBLICATION DOES NOT, HOWEVER, PURPORT TO BE SO
COMPREHENSIVE AS TO PRESENT ALL OF THE RECOMMENDED OPERATING
PRACTICES THAT CAN AFFECT SECURITY IN OFFSHORE OIL AND GAS OPERA-
TIONS.

API publications may be used by anyone desinng to do so. Every effort has been made by
the Institute to assure the accuracy and reliability of the data contained in them; however, the
Institute makes no representation, warranty, or guarantee in connection with this publication
and hereby expressly disclaims any liability or responsibility for loss or damage resulung
from its use or for the violation of any federal, state, or municipal regulation with which this
publication may conflict

Suggested revisions are invited and should be submitted to the General Manager,
Upstream, American Petroleum Institute, 1220 L. Street, N.W., Washington, D.C. 20005.
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Security for Offshore Oil and Natural Gas Operations

1 Scope, Purpose and Objective

This publication is intended to assist the offshore oil and
natural gas dnlling and producing operators and contractors
in assessing secunty needs duning the performance of ol and
natural gas operations. The offshore oil and natural gas indus-
try uses a wide vanety of contractors in dnlling, production,
and construction activities. Contractors typically are in one of
the following categones: drlling, workover, well servicing,
construction, electrical, mechanical, transportation, painting,
operating, and catening/janitonal.

2 Definitions

2.1 company security officer (CSO): The CSO is
responsible for the maintenance of the Security Plan. The
CSO shall have access to relevant secunity information. The
CSO shall determine which information, and by what means,
it 1s commumcated. The CSO may delegate duties as neces-
sary to assure timely completion of responsibilities. The CSO
may be assigned other duties and responsibilities unrelated to
security.

2.2 contractor: The individual, partnership, firm, or cor-
poration that i1s lured to do a specific job or service, such as a
production operator, dnlling or well servicing contractor or to
provide contract employees to an owner/operator; a contrac-
tor is also the individual, partnership, firm, or corporation
retained by the owner or operator to perform other work or
provide supplies or equipment The term contractor shall also
include subcontractors.

2.3 facility: Any artificial island, installation, or other
device permanently or temporarily attached to the subsoil or
seabed of offshore locations, erected for the purpose of
explonng for, developing, or producing oil, natural gas or
mineral resources. This defimtion includes mobile offshore
dnilling units (MODU's), but does not include pipelines or
deepwaler ports.

2.4 facility owner/operator: The individual, partner-
ship, firm, or corporation having control or management of
offshore operations. The owner/operator may be a lessee, des-
ignated agent of the lessee(s), or holder of operating rights
under an operating agreement

2.5 facility security officer (FSO): The individual that
i1s responsible for security duties as specified by the owner/
operator at one or more facilities, depending on the number or
types of facilities a company operates. Where a person acts as
the FSO for more than one facility, it should be clearly identi-
fied in the facility securnity plan for which facilities this person
1s responsible. The FSO may be a collateral duty provided the

person is fully capable to perform the duties and responsibili-
ties required of the FSO.

2.6 point of embarkation: The heliport or dock facility
from which personnel and matenals are shipped to or
received from the offshore facility.

2.7 security vulnerability assessment (SVA): A sec-
ondary evaluation that examines a facility’s characteristics
and operations to identify potential threats or vulnerabilities
and existing and prospective security measures and proce-
dures designed to protect a facility.

2.8 threshold characteristics: Cniena established and
published by the U.S. Coast Guard for screening offshore
facilities.

3 Relevant Operational Standards and
Industry Practices

APl and the oil and gas industry maintain a number of
design and operational recommended practices that address
aspects of safety and security in offshore oil and natural gas
operations. While none of these were developed specifically
for secunty reasons, aspects of them are directly applicable.
In many cases, prudent safety procedures would also serve to
address appropnate secunty precautions. These recom-
mended practices provide a starting point for developing
guidance on secunty, if needed, at offshore oil and natural gas
operating facilities.

The following list of recommended practices address oper-
ational measures:

* Recommended Practice 2A Planning, Designing, Con-
structing Fixed Offshore Platforms. Contains engineer-
ing design principles and practices for fixed offshore
platforms including assessment of existing platforms,
and fire, blast, and accidental overloading.

* Recommended Practice 2FPS Planning, Designing,
Constructing Floating Production Systems (FPSOs).
This recommended practice provides guidelines for
design, fabrication, installation, inspection and opera-
tion of floating production systems.

*» Recommended Practice 2T Planning, Designing, and
Constructing Tension Leg Platforms (TLPs). Summa-
nizes available information and guidance for the design,
fabrication and installation of a tension leg platform.

* Recommended Practice 14B Design, Installation,
Repair and Operation of Subsurface Safety Valve Sys-
tems. Provides guidelines for safe operating practices
of equipment used to prevent accidental release of
hydrocarbons to the environment in the event of
unforeseen circumstances.
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2 AP| RECOMMENDED PRACTICE 70

* Recommended Practice 14C Analvsis, Design, Installa-
tion and Testing of Basic Surface Safety Systems on
Offshore Production Platforms Describes processes
and systems for emergency well shut-ins on offshore
platforms.

*» Recommended Practice 14H Installation, Maintenance
and Repair of Surface Safety Valves and Underwater
Safety Valves Offshore. Provides gudehnes lor sale
operaling practices of equupment used to prevent acci-
dental release of hydrocarbons to the environment in
the event of unforeseen circumstances.

* Recommended Practuice 14) Design and Hazardous
Analysis for Offshore Production Platforms. Provides
procedures and guidelines for planming, designing, and
arranging offshore producton faciliies and for per-
forming a hazardous operations analysis

* Recommended Practice 75 Development of a Safety
and Environmental Management Program for Outer
Continental Shelf Operations and Facilities. Provide
gudance in prepanng safety and environmental man-
agement programs for offshore facihties.

The following information sources and recommended
pracices address prevention, safety, commumcations, and
emergency response:

*  Recommended Practice 49 Drilling and Well Servicing
Operations involving Hydrogen Sulfide. Descnibes
response plans for wells involving hydrogen sulfide.

* Recommended Practice 54 Occupational Safety for Oil
and Gas Well Drilling and Servicing Operations.
Descnbes emergency response plans for ol and natural
gas well dnlling and servicing.

* Recommended Practice T1 Orientation Program for
Personnel Going Offshore for the First Time.

* Publication 761 Model Risk Management Plan for E&P
Facilities. Provides a guideline on how alfected facili-
tes develop a nsk management plan including hazard
assessmenl, prevenbon and emergency response.

*  Gulf Safety Commitiee resources — See Appendix A or
visit the GSC website for project information at
http: //www.uscg mil/'hg/g-m/harborsafety’
gsc_projects htm

4 Security Policy

Each owner/operator should develop a policy that clearly
defines its secunty goals and commitments including the pro-
tection of personnel, facilities and other assets. A sample pol-
icy is included in Appendix C.

5 Security Awareness

3.1  With regard to manned facilities, a key step to improv-
ing secunty and preventing an incident is ensuning that all

employees are aware of secunty issues that could affect their
working environment

5.2 Faality owners/operators and contractors should keep
abreast of the latest secunty alerts and government intell-
gence information and disseminate this information, as
appropnate, throughout the orgamzaton Facility owners

operalors should evaluate and respond appropnately to thus
information to saleguard personnel and assets.

5.3 Facility owners/operators should report, as appropriate,
susprcious activiies and behaviors, attempted incursions, ler-
ronst threats, or actual events to the appropnale agencies. See
Appendix A for an example communications protocol devel-
oped by the Gull Safety Commultee.

9.4 Each facihity owner/operator should establish clear
commumcation channels and procedures for assessing, pre-

parning lor, and responding to potential or actual threats.

5.5 FPach facility owner/operator should establish and
maintain effective liaison with local emergency response
agencies and orgamizabions, as appropnale.

5.6 Each facility owner/operator should be aware of exist-

ing secunty regulations, standards and operating practices as
they relate to their assets.

5.7 Each facility owner/operator should develop a policy
for control of relevant secunty sensitive information (SSI).

6 Security Vuinerability Assessment
(SVA)

Il a facility meets or exceeds any of the threshold charac-
tenstics established and published by the US. Coast Guard, a
SVA will be required Additonally, a facility may by deemed
cntical by a particular owner/operator for a vanety of other
reasons. Each owner/operator should not only review the
threshold charactenstics, they should also determine if a SVA
1s warranied based on their own umique critena

After an imtial evaluation to determine which facilites are
cnical, a secunty vulnerability assessment (SVA) should be
conducted for these cnucal facihties. The SVA 1s a secondary
evaluation that examines a facility’s charactenstics and opera-
tions 1o identify potential threats or vulnerabiliies and exist-
ing and prospective secunty measures and procedures
designed to protect a facility.

An example methodology and cntena for conducting an
SVA s identified in Appendix E Other recogmzed SVA
methodologies may be used and must be documented

Pnor to conducting the SVA, the first step should be a char-
actenzation of the facility or the group of similar facilities
altnbutes, ¢.g. the quantity of ol and/or natural gas produced,
the number ol personnel on board, proximity to shipping
lanes, physical access 1o the lacility, and existing secunty
measures and procedures already in place
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7 Security Plans
7.1 SECURITY PLAN CONSIDERATIONS

Secunty planming starts with sound policy and procedures
in place. The facility owner/operator should develop erther an
owner/operator-wide, muluple-facihity or facility-specific
secunty plan. Refer to Appendix D for an Example Model
Secunty Plan

The secunty plan should include the following elements

1. The measures being taken to detect or deter an altack
OF INCUrsIon,

2 The responses that may be considered at vanous secu-
nty alert conditions, including the response 10 an actual
attack, intrusion, or event,

3. Means of mitigating the consequences of an incident, if
any, and,

4. If apphcable, any addinonal secunty measures 1dent-
hied in the SVA descnbed in Section 6.

The plan should be kept confidental for secunty reasons.
The plan should be reevaluated and updated penodically

A bnel overview of the individual framework elements 1s
provided in this section, as well as a roadmap to the more spe-
cific and detailed description of the individual elements that
compnse the remainder of this recommended pracuce.

7.2 SECURITY PLAN ELEMENTS

In developing a secunity plan, the facility owner/operator
should consider several hasic elements

This document recognizes the importance of flexibility in
designing secunty plans and provides gudance commensu-
rale with this need

It 1s important to recognize that a secunty plan could be a
hghly integrated and ilerative process.

7.2.1 Develop Baseline Security Plan

A plan 1s developed to address awareness, commumcation
and response actions, as apphicable o the most sigmhicant
nsks to the facihity. The output of the SVA, il conducted,
should be included in the formulation of the plan

Mimmum Hements to be considered

*  Management and employee secunty responsibxlibes,

* Commumcatons within the company and with relevant
governmental authonues;

* Facility access (personnel, goods and equupment),

* Restncted area(s), if applicable;

* Secunty trmmng and dnlls;

* Assessment of secunity dnlls and exercises;

* Handling secunty sensitive related information (SSI)
and secunty related commumcations,

*  Audits and inspections,

* Recordkeeping,

Additonal measures as determuined by the SVA, il con-
ducted, and
o Coordinatton with Poont of Embarkabon

7.3 SECURITY LEVELS

Maritime Security (MARSEC)

_Htmcl.ud Secunty Advisory

System ( HSAS) Level®
Low: Green Level |
Guanded: Bloe Level |
Elevated: Yellow Level |
High: Orange Level 2
Severe. Red Level 3

Note: *See Appendix B

7.4 SECURITY LEVEL ACTIONS

Five HSAS levels of escalating threat conditions have been
defined These comespond to the three MARSIEC levels. The
following actions may be ubhized Deviatons should be
expected

7.41 Threat Level Green (Low)

Applies when there is a mimimal nisk of threat activity
directed toward the offshore o1l and gas industry. The owner/
operator should have a baseline secunty plan and monmitonng
of intelligence information in place.

1. Secunty plan reviews and secunty exercises are con-
ducted penodically

2 Secunty Awareness, Personnel Vigilance and Incident
Reporting Programs ongoing.

3. Personnel are advised on the relevant secunty plan

Selected measures from lgher threat levels may be con-
sidered for apphcation on a consistent or random basis. This
level should be capable of being maintmned indehimitely.

7.42 Threat Level Blue (Guarded)

The owner/operator should continue 1o actively momtor
intelhigence information. In addibon to the Level Green mea-
sures, the owner/operator should

. Commumcate threat level and specihic secunty infor-
mation o appropnale personnel
2 Review plan and commumcation procedures

Selected measures from higher threat level may be consid-
ered for applicaion on a consistent or random basis. This
level should be capable of being mamntained indefimtely.

7.43 Threat Level Yellow (Elevated)

The owner/operator should continue 1o actively momitor
intelligence, haising directly wath appropnate agencies for
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addinonal intelhgence informabon. In addion (o Level
Creen and Blue measures, the owner/operator should

I. Commumcate threat level and specific secunty infor
mation to appropnale personnel
2 Imuate/Maintain surveirllance ol appropnate lacilites

3. Closely momtor access o restncled arcas

Selected measures from hagher threat levels should be con
sidered lor applicatbon on a consistent or random basis. The
clements of thes level must be capable of being maimtained (o
weeks or months without causing undue hardship or affecting
U{l‘ﬁllh'ﬂﬁ.

7.4.4 Threat Level Orange (High)

The owner/operator should coordinate intelhgence contin
vously and directly with relevant agencies. In addition to Lev
els Green, Blue and Yellow measures, the owner/operator
should

. Commumcate threat level and specific secunty infor-
mation to appropnate personnel
2. Restnct access to facilibes

3. Consider pre-positoming of addibonal personnel
resources and logistical support
4. Venly Emergency Plans

Activation of this level or more than a short penod may
begin affecting operations

745 Threat Level Red (Severe)

In addhion 1o Levels Green, Blue, Yellow and Orange mea
sures, the owner/operator should

. Commumicate threat level and specific secunty mnfor
mation Lo appropnale personnel

2 Increasing or redirectung personnel to address the
emerging needs

3. Mobhilize emergency response personnel and other
emergency resources

4. Limit access to facihites.

5 Consider curtaihing or suspending non-essential
operabions.

This level can only be maintained for a short penod of
ume.



APPENDIX A—VOLUNTARY GULF OF MEXICO COMMUNICATION PROTOCOL'

Communication Procedures to Report Suspicious Activity or
Terrorist Operations in Gulf of Mexico

Since Sepltember 11, 2001, Amencans have been increasingly
aware of the threat from terronst activities The threat includes any
boat, ship or facility in the Gulf of Mexico and haghlights the need for
all Amencans to be aware of thewr surroundings and 1o repont anything
that appears to be unusual or out of place. This document provides
gundance regarding the proper authonty to report observabons of sus-
mcious acuvilies

All personnel (recreational and commercial fishermen, hicensed
merchant manners, offshore oil and gas industry personnel and heli-
copter pilots and passengers) can help protect ULS. resources in the
Grull of Mexico. By being observant and reporting susprcious or
unusual activity to proper authonties, you can greatly increase the
effectiveness of our law enforcement agencies. When in doubt, make
the report. If it 15 something that looks out of place to you, then it 1s
worthy of evaluation by proper authonties

The proper authonty to recetve reports of susprcious'unusual or
potential terronst activity in the Gulf of Mexico (including coastal or
inland waters) is the United States Coast Guard National Response
Center at 1-800-424-8802 They will immediately notify the local
Coast Guard. FBI and other appropnate law enforcement and intell-
gence personnel.

The following communications systems can be used to contact
the United States Coast Guard

v Primary: Cell phone or satellite phone.
v Secondary: Marine radio using channel 16 or 68

7' Other: lf you are owt of range for yowr cell phone or radio, you
could attempt to contact a manned offshore facility or offshore
service vessel who should be able 1o contact the Coast Guard.

Note: If you are making a report over the radio, there is a good pos
shility that you will be overheard by other vessels or faciliies,
including the suspect.

The following information should be included when making a
report

v’ Name, address and phone number of reporting source

v Time of activity.

v Location of activity: (latitude/longitude, GPS coordinates or
Platform &)

Y Incidemt description. Describe the suspicious/unusual activity
with a description of the suspect vessel or facility (name, call
sign, physical description, eic.)

v Addinional information (as applicable )

'Developed by the Gulf Safety Committee. Additional resources available at Gull Safety Committee website:
hitp://'www uscg mil'hg/g-m/harborsafety/gsc_projects htm.
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APPENDIX B—COMPARISON OF HOMELAND SECURITY ADVISORY SYSTEM AND
MARITIME SECURITY LEVELS?

Maritime Security Levels

r specific
res must be

iime when a
or rmmimnent,
sible to dently

MARSEC One

New Normalcy—minimum

appropriate prolective security HSAC Color Codes
measurement must be mamtained

at all times
Low risk of temronist attack (TA)

Gaurded (general nisk of TA)

Elevated (significant nsk of TA)

High nsk of 1A

Severe risk of TA

Figure 1—Comparison of 3devel CG (MARSEC) system with the 5devel Homeland Security Advisory System (HSAC)

“Developed by the Gull Safety Commitiee
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APPENDIX C—EXAMPLE SECURITY POLICY

The owner/operator is committed o enhancing security
and safety of personnel, offshore facilities, shore-based facili-
ties, and other assets. The owner/operator’s fundamental
commitments and principles include:

Establishment of a secunity program that clearly sets
forth relevant and practical guidance and protocols,
including managenal and field responsibilites.
Establishment of a security program audit process to
provide for continuous improvement

Participation in regulatory/law enforcement agency dia-
logue to produce practical and economically feasible
secunty regulations.

Reporting all required secunty incidents to appropriate
governmental agencies as soon as practical.
Participation in relevant industry association commit-
tees and work groups in connection with the develop-
ment of recognized industry secunty standards,
soluttons and recommended practices.

Communicate with other stakeholders to vahdate and
mutually enhance parties secunty programs, avoiding

redundancies and clearly establishing responsibilities
and obligations.

« [nitiating a security training program when and where
necessary, including provisions for competency valida-
tion.

* Dissemination of applicable secunty warmngs and
alerts to appropnate personnel and facihties.

« Maintaining confidentiality of secunty sensitive infor-
mation.

* Continued use of background investigations, pursuant
to applicable rules and requirements during the
employment process, including periodic review of the
program elements.

* Empowering employees to openly participate in the
security program, and to assist the owner/operator in
its audit and enhancement processes.

The owner/operator recognizes its duties and obligations
relative to security and will endeavor to provide all of the
resources necessary to meet its commitments. Adherence to
the security plan and all associated requirements and recom-
mendations 1s cnitical.
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APPENDIX D—EXAMPLE MODEL SECURITY PLAN

1 Purpose

The purpose ol this secunity plan 1s 10 enhance secunty al
owner/operator [acihties [or the protection of personnel and
other assets

2 Reference

This plan has been prepared utihzing the elements speci-
hed in APl Recommended Practice (RP) 70, as well as ele-
ments and principles detailed in NVIC 10-02, NVIC 11-02,
ISPS, the MTSA and USCG regulations 33 CFR Subchapter
H, Pant 106

3 Scope

This plan 1s intended 1o provide secunty gudance and rec-
ommended practices for the owner/operator’s offshore facili-
bes, such as any artifical island, installation, or other device
permanently or temporanly attached 1o the subsail or seabed of
offshore locations, erected for the purpose of explonng for,
developing, or producing resources, or any such installation or
other device (other than a ship or vessel) for the purpose of
transporting such resources. This plan includes mobile offshore
dnlling units, but does not include pipelines or deepwalter ports.

4 Plan Audit and Review Procedures

This plan will be reviewed penodically by the owner/oper-
ators iIf circumstances warrant. Revised plans shall be distrib-
uted to all relevant locations and personnel.

5 Security Sensitive Information (SSl)

Thus plan and other secunty matenals shall be treated with
the utmost confidentiality. Only personnel with a legiimate
need to know shall review this document and associated secu-
nty matenals. Such restrictions are cntical in order o
enhance secunty and protect sensitive information. Copies of
the Plan and other SSI shall not be distnbuted 1o unauthon zed
personnel, or thard parties

6 Security Levels
System (HSAS) (MARSEC) Level
Low: Green Level |
Cruarded: Blue Level |
Elevated: Yellow Level |
High: Orange Level 2
Severe: Red Level 3

1

7 Definitions

7.1 contractor: The individual, partnership, firm, or cor-
poration that is hired to do a specific job or service, such as a
production operator, dnlling or well servicing contractor or 1o
provide contract employees (0 an owner/operalor, a contrac-
tor 1s also the individual, partnership, firm, or corporation
retaned by the owner or operator to perform other work or
provide supplies or equupment. The term contractor shall also
include subcontractors.

7.2 facility: Any artificial island, installaton, or other
device permanently or temporanly attached to the subsoil or
scabed of oflshore locatons, erected for the purpose of
explonng for, developing, or producing ail, natural gas or
mineral resources. This dehimtion includes mohile offshore
dnlling umts (MODUs), but does not include pipelines or

deepwater ports.

7.3 facility ownerioperator: The individual, partner-
ship, irm, or corporation having control or management of
offshore operations. The owner/operator may be a lessee, des-
ignated agent of the lessee(s), or holder of operating nghts
under an operating agreement

7.4 point of embarkation: The heliport or dock facility
from which personnel and matenals are shipped 0 or
received from the offshore facility.

7.5 security vulnerability assessment (SVA): A sec-
ondary evaluation that examines a facility’s charactenstics
and operations 1o identify potential threats or vulnerabilities
and existing and prospective secunity measures and proce-
dures designed to protect a facility

8 Company Security Officer (CSO)

The CSO 1s responsible for the maintenance of the secunty
plan. The CSO shall have access relevant secunty informa-
ton. The CSO shall determine which information, and by
what means, it 1s commumicaled The CSO, in consultation
with semor management, may require certain secunty mea-
sures, including restriction of operations or evacuation. Other
CSO responsibiliies include coordination with applicable
regulatory and law enforcement agencies and managing the
secunty tramng function, as applicable. Additonally, the
CSO may communicate with other entities (contractors, oper-
ators, partners, third parties, etc.) in regards to a coordinated
approach to the secunty plan or a specific secunty concern
The CSO may delegate duties as necessary (o assure tmely
completion of responsibilities. The CSO may be assigned
other duties and responsibilities unrelated to secunty. If war-
ranted, consideration should be given to assigning an alter-
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nate CSO or co-CSO in the event the CSO 1s unavailable or
incapacitated

CSO Information:

Name:

Office address:

Office Phone:

Home Phone:

Cell Phone:

Pager:

E-mail address(es):

Emergency Contact information:

Alternate (if appointed):

9 Facility Security Officer(FSO):

The FSO recerves information in connection with secunty-
related matters. The FSO may commumcate with other secu-
nty personnel, such as on-sile representatives (contractors,
operators, partners, third parties, etc.). The FSO or other des-
ignated personnel shall be the person(s) in charge of reporting
suspicious activiies, pursuant o the commumcations proto-
col. The duties of the FSO may be delegated to other qualified
personnel, but the FSO is ulumately responsible for these
duties. A person designated as the F5O may act as the '50
for one or more facilites, depending on the number or types
of faciliues a company operates. Where a person acts as the
FSO for more than one facility, it should be clearly identified
in the facility secunty plan for which facilities this person is
responsible. The FSO may be a collateral duty provided the
person 1s fully capable to perform the duties and responsibili-
ties required of the FSO,

The duties and responsibiliies of the offshore FSO
include, but are not limited tox

l. Implementing and exercising the facihty secunty plan;
2. Recommending and incorporating, as appropnate,
modificabons to the facility secunty plan in order to cor-
rect deficiencies and, o update the plan to take nto
account relevant changes to the facility,

3. Enhancing secunty awareness and vigilance

4 Ensunng adequate trmmng for personnel responsible
for secunity of the facility,

3. Reporting to the relevant authonties and mamntaining

records ol occurrences, which threaten the secunty of the
facility.

The FSO for this facility is:
Name:

Position:

State roomJ/office:

10 Restricted Areas

After careful consideraion owner/operator has determined
the following arcas are o be considered Restncted Areas
Fach area shall have a sign prominently posied that states
“RESTRICTED AREA—NO UNAUTHORIZED PER-
SONNEL"

The Restncted Areas on this facility are

Only personnel authonzed by the FSO may access a
Restneted Area.

The Restncted Arcals) shall be secured 1in a manner 1o
deter unauthonzed entry. Only the FSO and hus designee may
have the means to open the Restneted Area. If a keyed lock 1s
utilized, a spare key should be kept in a locked box, locker or
other secure means, accessible solely by the FSO or his/her

designee

11 Coordination with Point of
Embarkation

11.1 Offshore facility access-personnel and equipment
11.2 Authonzation for the shipment of personnel, goods and
equpment, shall be coordinated with the Point ol Embarka-
hon
11.3 Additonally, the FSO should follow establish proce-
dures, such as:
. No unauthonzed personnel shall be allowed on the
facility.
2 The FSO or hus designee should consult with the point
ol embarkation personnel as 1o authonzing the shipment
of personnel, goods and equupment.
3. Imposing heightened secunty measures in response 1o
identified threats or as advised by competent authonty

12 Owner/operator Policy on Searches
and Inspections

All personnel assigned to the facility, including guests and
ivilees (third parties, elc.) are subject to the Owner/opera-
tor's Policy on Searches and Inspections. These inspections
may be conducted on the facility or at the Point of Embarka-
ton. Firearms, weapons, explosive matenals and other sub-
stances are strictly prohibited. The complete policy is detailed
In insert reference as appropriate.

13 Specific Security Measures

The following security measures, listed below each MAR-
SEC Level, are generally utilized Deviations should be
expected
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MARSEC Level | Insert or reference as appropriate
MARSEC Level 2 Insert or reference as appropriate.
MARSEC Level 3 Insert or reference as appropriate.

14 Communication Equipment and
Requirements

Each lacihity shall have two means of two-way communi-
cation (e.g , rachos, cell/satellite phones) between the facility,
CSO and regulatory and law enforcement agencies. The com-
municabions sysiem shall be utthzed for the receipt of threat
information and Alent data from the CSO and other means
Additonally, the FSO will utilize the commumcations means
to communicate with the Natonal Response Center and other
regulatory and law enforcement agencies as regards threats or
suspicious activites. Attachment C specihies the commonly
accepted protocol. Deviatons should be expected

T'he Commumcations System on this facility 1s:

Types:

Lacense, i applicable:

Call Sign, if applicable:
Phone number, 1f applicable:

Facihity Secunty Traimng and Dnlls and Assessments
List as Appropriate

15 Coordination with and among Other
Security Plans

The facility owner/operator should coordinate all activities
with their contractors or operator as applicable in order 1o
provide a clear understanding of responsibalities for opera-
uonal decision-making and emergency response

Attachment A Company Secunty Policy
Reference or insert as appropriate

Attachment B -acility Specihe Detanls
Name of facility, if apphcable
Locabon:

Call Sign, il apphicable

Type of faciity:

Maximum number of personnel
Official Number, if applicable
Owner and emergency contact:
Operator and emergency contact

Attachment C. Commumecation Protocol

Commumcation Procedures o Report Suspicious Activity
or Terronst Operations in Gulf of Mexico
Reference or insert as appropriate

Attachment D Company Policy on Prohibited [tems and
Substances-Insert Company-Specific Policy
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APPENDIX E—SECURITY VULNERABILITY ASSESSMENT (SVA)

The following example methodology and cnitena for con-
ducting an SVA 1s one of many methodologies available
Other methodologies and analyses may be used

Prior to conducting the SVA, the first step should be a char-
actenzaton ol the [acility or the group of similar lacilites
attnbutes, e.g. the quantity of oil and/or natural gas produced,
the number ol personnel on board, proximity to shipping
lanes, physical access to the facility, and exising secunty
measures and procedures already 1n place. Depending on the
results of the charactenzation, a SVA may be warranted.

The SVA process discussed below 1s a simphhied nsk
based wol. The SVA process should include the following
clements:

* Polental threats

* The consequences ol an act or attack

* Vulnerability to an act or attack

* Mitgation

Step 1: Potential Threat

To begin an assessment, the owner/operator needs to con-
sider vanous scenanos that could be a potential threat to the

offshore facility. It 1s important the scenano or scenanos are
within the realm of possibility and be consistent with scenar-
108 used to develop the secunty plan. Both worse case scenar-
108 and most probable scenanos should be considered. Care
should be taken to avord unnecessanly evalualing an exces-
sive number of scenanos that result in low consequences.
Minor vanations of the same scenano also do not need to be
evaluated separately unless there are measurable differences
In consequences.

Table 1 shows potential scenanos that could be considered.
This list may not be applicable to all facihties and other sce-
nanos may need 1o be considered

Step 2: Consequence Assessment

The potential consequence of the act or attack should be
evaluated for each scenano being considered. Table 2 may be
used to assign a consequence level based on the potential for
death and injury, significant economic impact or significant
environmental impact In assessing the environmental impact,
the facility location in relation to sensitive natural resources
should be considered

Table 1—List of Scenarios

Typical Types of Scenarios

Application Example

Externally attack the facility by

Ramming with a vessel

Underwater attack by submarine, ROV or

Intentionally ramming a platform with a boat or
marine vessel to either cause pollution or dam-
age the platform

Damage well or platform nisers

diver

Launching or shooting weapons from a dis- | Damage or destroy bulk storage tanks, produc-

tance ton vessels

Moving explosives adjacent (o the platform | USS Cole style attack

Intrude and/or take control of facility and ... | Damage/destroy the facility with explosives | Intruder boards the facility from a boat and

plants explosives

Open valves/vents [rlnlicr_(;j:&ia?ﬂ;rcs or vems l.:lusng II)"l.i:H:I'!I
or a fire

Disrupts production Shuts in production or pipeline systems.

Disrupts dnlling operations | Causes well blowout and subsequent pollution
and/or fire

Takes hostages/kills people Goal of the intruder is to kill people

Use the facility as a means of transfeming ..

Matenals or people into/out of the country

Use the facility as an offshore staging area for
transfernng matenals or personnel between
vessels

Table 2—Consequence Score

Assign a rating of: I the impact could be
3 CATASTROPHIC = numcrous loss of life or injuries, major national or long term economic
impact, complete destruction of multiple aspects of the eco-system over a large area
2 SIGNIFICANT = multiple loss of life or injunes. major regional economic impact. long-term dam-
age to a portion of the eco-system
1 MODERATE = minimal loss of life or injuries, mimimal economic impact, or some environmental
damage

15
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Step 3: Vulnerability Assessment

Each facility owner/operator should evaluate each sce-
nario in terms of the facility’s vulnerability to an attack. The
imitial evaluation of vulnerability should be viewed with
only existing strategies and protective measures, designed to
lessen vulnerabilities, which are already in place. Alter the
initial evaluation has been performed, a companson evalua-
uon can be made with new strategies and protective mea-
sures (mitgations) considered.

Two pnmary elements should be considered in vulnerability:
accessibility and organic secunty.

It i1s recogmized that the facility owners/operator has the
most control over the orgamc secunty element, therefore, the
vulnerability assessment should focus on this element.

Table 3 can be used to assign a vulnerability score.

Element Description

Table 4—Vuinerability and Consequence Matrix
Total Vulnerability Score

2 34 56
Consequence Level| 3 Consider | Mitigate Mitigate
(Table 2) 2 Document | Consider Mitigate
| Document | Document | Consader

Accessibility | Accessibility of the facility to the attack sce-
nano. This relates to physical and geographic
barmers that deter the threat without organic

| security.

Organic Security | The ability of facility personnel to deter the
attack. It may include security plans, communi-
cation capabilities and plans, intrusion detection

Note: “Consider”™ means that mitigation stralegies should be devel-
oped on a case-by-case basis.

“Document™ means that the scenano may nol need a mitigation
measure and therefore needs only to be documented.
“Mitigate” means that mitigation strategies, such as secunty protec-

tive measures and/or procedures, should be considered to reduce nsk
for that scenano.

To assist the facility owner and/or operator in determining
which scenanos may require mitigation methods, the facility
owner and/or operator may find it beneficial 1o use Table 5
The facility owner and/or operator can record the scenanos
considered, the consequence score (Table 2), outcome of the
each element of vulnerability (Table 3), the total vulnerability
score, and the mitgation category (Table 4).

Table 5—Mitigation Determination Worksheet

systems and point of embarkation plans.

Table 3—Vuinerability Score
Score Accessibility & Organic Security
1 | Good deterrence capability expected to deter attack (e.g..
detailed security plan, effective emergency communication
systems, excellent restnicted access to facility including
both personnel and matenal from point of embarkation and
at the facility, proactive personnel reporting of suspicious |
activities, effective training and dnlls for personnel, intru- |
sion deterrence measures in place.
Fair deterrence capability (e.g.. minimal secunty plan,
emergency communication systems, no intrusion detection
capability, restricted access to facility from point of embar-
kation by personnel, but unrestricted access by matenal, |
| mimmal training of personnel on security issues)
3 | Nodeterrence capability (e.g., no secunty plan, unre-
stncted access to facility from point of embarkation or
between facilities by personnel and equipment, no detec- |
tion capability, no training or drills on security issves) |

’a|

Step 4: Mitigation

The facility owner/operator should determine which sce-
nanos should have mitigation strategies (protective measures)
implemented. Table 4 1s intended as a broad, relatve tool o
assist in the development of the facility secunty plan
"Results” are not intended to be the sole basis 1o tingger or
waive the need for specific measures, but are one tool in iden-
ufying potential vulnerabiliies and evaluating prospective
methods to address them.

Stepl | Step2 Step 3 Step 4
r Vulnerability Score (Table 3)
(Consequence]  Accessibility + Orgamc = | Mitigation

Scenario/ | Score Total Security Score | Results

Description| (Table 2) (Table 4)

Step 5: Implementation

The facility owner/operator should document the secunty
vulnerability assessment, including the scenanos considered,
the consequence level (Table 2), the vulnerability score (Table
3) and the mitigation category (Table 4). The desire 1s reduce
the overall nsk associated with the dentihed scenano. It 1s
generally easier to reduce vulnerabilites than to reduce con-
sequences or threals.

The facility owner/operator should develop practical miu-
gation strategies for those situations that score a “consider” or
“mitigate”. Multiple mitigation strategies may need 1o be
considered. A practical mitigation strategy is one in which the
facility owner/operator can implement with little operational
impact or funding relative o the prospective reduction in vul-
nerability. Feasibility of a mitigation strategy may vary based
on the Alert level. Therefore, some strategies may not be war-
ranted at the lower Alert levels, but may be at higher Alert
levels.

The flacility owner/operator should develop a process
through which overall secunty i1s penodically evaluated
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The American Petroleum Institute provides additional resources and programs

to the oil and natural gas industry which are based on API® Standards. For

more information, contact:

* APl Monogram® Licensing Program

 American Petroleum Institute Quality Registrar
(APIQR®)

* API Spec Q1® Registration

* API Perforator Design Registration

* API Training Provider Certification Program

* Inspector Certification Programs

* Engine Oil Licensing and Certification System

(EOLCS)

* Training/Workshops
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2029624791
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202-962-4791
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2026828070

202-682-8490
202-682-8070

202-682-8161
202-962-4739

202-682-8233
202-962-4739

202-682-8490
202-682-8070

Check out the API Publications, Programs, and Services Catalog online at

www.apli.org.
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